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Application Management:
Why Is It So Hard?
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Complex Environments, Massively Interconnected, Across

Multiple Silos
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Calls from Users Still the #1 Way

IT Finds Out About Problems*

How does IT most often find out about application-related problems? * All Statistics from EMA Research

Detected by monitoring center 25%

Notification from application management products 12%

Notification from domain-specific management products, i.e., network, database, etc. _ 12%

Notification from transaction management products _ 10%
Notification from SLM products _ 6%

Other (Please specify) I 1%

0% 10% 20% 30% 40%
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Hours for a Problem to be Detected

How long does it take IT, on average, to find out about an application-related problem?

Less than 15 minutes 18%

15 minutes up to 30 minutes 25%

30 minutes up to 1 hour 26%

3 hours up to 6 hours _ 6%
6 hours up to 10 hours | 0%
10 hours or more . 1%
0% 5% 10% 15% 20% 25% 30%

Slide 6 © 2011 Enterprise Management Associates, Inc.



How Are Application-Related
Problems Handled Today?
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Few Problems Are Solved Proactively

What percentage of application-related problems are solved before users are impacted?

0-10% — 3%

11200 | S 15
21-30% | S Y 1%
a0 I -
a0 I 2

51-60% 10%

61-70% | 9%

71-80% 14%
81-90% | 5%
91-100% — 6%
0% 5% 10% 15% 20%
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Root Cause Analysis Requires Too Much Time

If an application-related problem is escalated beyond Level 1 support, what is the average length of time (elapsed time) it takes
to determine the root cause?

6+to 10 |G 2%
10+to 24 [N 2%

24 hours to 1 wk 3%

1 week + - 1%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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Root Cause Analysis Requires

Too Many Personnel

If an application-related problem is escalated beyond Level 1
support, how many people, on average, are involved in
diagnosing the root cause?

1h90

2 TR 1y
-4 I e e, 3
5-6 |, 1.6%
7-8 N 6%

(=)

o

9-10 5%
1112 [ . 7%
13-15 _ 1%
16-20 _ 1%

More than 20 [ 29

Does not apply F 1%

0% 5% 10% 15% 20% 25% 30% 35% 40%

Sample Size = 154
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ARExpert opiniond the most commort

>

analysis Is performed

What is the most common way that you link an application problem
to the most likely cause?

1%

®m None of the above ® Expert opinion

m Refused m Off-the-shelf tools

® Don't know Home-made tools

1%
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Result: High Percentage of Problems Never Diaghosed

to Their Causeé <-EI

What percentage of application-related problems are solved via
trial and error versus root cause analysis?

0-10% * 12%

11-20%0 | 27
21-30% _— 18%
31-40% __ 8%
41-50% _— 16%

51-60% 7%

61-70% [ 4%

71-80% 5%
81-90% 3%
91-100% - 1%
0% 5% 10% 15% 20% 25% 30%
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So, They Just Keep Repeating

What are your department's top three (3) "pain points" regarding application management in general?

Slide 13

Intermittent problems with no obvious cause/solution | 27%
Troubleshooting/root cause analysis take too long _ 19%
Changes not well documented or controlled _ 15%
Inefficient problem notification __ 13%
Technology silos __ 9%
Lack of tools __ 6%
Lack of expertise _ 5%
Lack trending knowledge needed for planning _ 5%
0% 5% 10% 15% 20% 25% 30% 35%
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A New Approach Is Needed
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The Application is the Tip of the Iceberg
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Opportunity: Transform Machine Data into Actionable
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Is this the Same as Business Intelligence (Bl)?

ASpl uinlperational I ntelligenceo is diff

A Focuses on machine data

A No Extract, Test, Load (ETL) function

A Relevant data is automatically gathered inrealtimevsiaf t er t he f act 0
A No Acubesd or fAdata warehouseo

A Yields actionable information without Bl complexity
/A Different approach to application monitoring

A Goal: Make operational data useful/insightful for IT AND the business
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Becoming Proactive Requires New Capabilities

A Solve problems versus developing workarounds

A Not possible in the past, because it takes too long and IT lacks bandwidth

A Manage applications more efficiently, since questions such as these are
answered for you:

A Which events, or sequence of events, has signaled problems in the past?
A Are those same events happening now?

o1 f so, 1t0s |1 kely the same problem will occu

A Fix it before it happens
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Summary
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Summary

A Application Management is difficult and becoming more so over time

AT is buried in data, but lacking actionable information
AProbl ems arendt solved because root ca

/A Some companies still attempting to solve complex problems with silo tools
and personnel

A This processistooresource-i nt ensi ve, so fishortcutsodo are the workaround
A Short-term gain, long term loss

ABetter approach is to | et tools fAsiftd¢

A Unlock the wealth of information in your data and make it useful to IT and the
business
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Introduction

HealthTrans Brian Bingham

° HealthTrangs the 4th largest ~ © Over 15 years *NIX/Windows
PBM (Prescription Benefits administration
Manager) by claim volume in - Worked with educational
the county facilities, internet hosting

- HealthTrangrocesses 100 companies, government
million claims annually and contractors |
represents over 15 million > Currently leading operations at
patients HealthTrans

Two types of IT guys:
LQY UKS GeéLlS uKFIad YySSRa
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One Engine for All Your Machigenerated Dat:

Customer
Facing Data

Qutside the
Datacenter

éCIickstream data A?Aazn%fe;\ctyri_p% 55 %
Shopping cart data | a u a
A Online transaction data g 4 ! ad @ ACDRs & IPDRs
_ : _ _ _ A Power consumption
Logfiles ConfigsMessages Traps Metrics Scripts Changes Tickets A REID data
Alerts A GPS data
: : : Virtualization . :
Windows Linux/Unix Applications Databases Networking
& Cloud
A Registry A Configurations A Hypervisor Aweb logs A Configurations A Configurations
A Event logs A syslog A Guest 0S, Apps ALog4J, IMS, IMX A Audit/query A syslog
A File system A File system A Cloud A NET events logs A SNMP
A sysinternals A ps, iostat, top A Code and scripts A Tables A netflow
A Schemas
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Designed for Operational Intelligence

Single Data Store Single Ul Across Use Cases
Three Primary Capabilities

Realtime Visiblility Search / Navigation Historical Analytics
> Live dashboards ~ Data drilldown - Baseline and_thresholds
~ Event correlation cAbSSRES AY | Xtemdig I O] €
- Monitoring and ~ Root cause analysis / - Operational insights

alerting troubleshooting - Historical patterns
- Performance issues < Incident investigations = Compliance reports
- Transaction levels

- SLA tracking

ol el o
lunk: £n
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What our problem looks like

Adjudication
System

Adjudication
System
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Before Splunk: The Incident

Systems went down

¢cKNBaK2f R o0l &SR | failSré&ldtkappencddR Yy Q (i
outside of peak hours)

100s of claims were rejected

Price tagor this error:Tens of Thousands of Dollars
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Needless to Say, W@hanged Our Process

- Modified alerting to correspond to percentages vs. raw numbers
It happened again!

- { LJt dpgr¢e@agebasedalerting notified us when existing
alerting systems failed

> This time we fixed the issmeavoiding thepricey SLAnfraction

_
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All Our Machine Data into Splunk

> Windows, FreeBSD, Linux, AlX, Windows VM

» Sharepoint ApacheCognosDataSiegeBig BrotherNagios
Sybase

> Performance monitoring, statistics and alerting

- Switches, routers, firewalls

> Flle change monitoring on FTP servers to ensure SLAsS
- Development, Production, QA all login

> Traffic monitoring for capacity planning
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Key WinsTransaction Tracing

> Transaction tracing :
¢ Each cll_ent portal sees 30,000 | B O O O s e
transactions/day - T - . T T T
¢cLT 6S R2y QU YSSi
get paid, and in fact can cost us
hundreds of thousands alfollars o
¢ Splunk helps trace transactions S
across the entire infrastructure and
monitor their response times

Current Day Statistics

TimelnSeconds

Jda
v

I
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Key Wlns;Proactlve Monltormg

nnnnnnnnnnnnnnnnnnnnnnnn

- Dashboardg$or systemhealth and trenc — = .
¢ Falled & rejected transactions e e e R e e e e

- Resolve Issues specific to particular customers
> Respond faster to customer issues

> Help find impact of hardware issues on software performance
¢ Example : SAN issue caused software performance issues; was caught by
dashboard, led to better restructuring of storage to avoid problems in the
future

o Firsti A SNJ adzLILIZ NI OFyYy RA3I AYy 02 F
compliance across atlistomers
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Key Wins : 9% Reduction iIn MTTR

{ L dzy1 R2SayQu &2dzada | fSNI dza |
chance to dig in and solve problems

> Lower level team members can work to solve problems as well

= 0Ongoing reporting to refinprocesses

> Helps us be more proactiveebecause we find root cause over 90%
of the time and set the appropriate event alerts
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Business Analytics Dashboards

&0
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g
@ 20
i ——- i Menthly DettaPercentage
E 0 - - ——— RollingAv erageDetta
t
8 20
@
o
-4
-60
February March April May June Juby August September October Mowember Decembar January February
2010 2011
Month of Year

Month To Month Claim Data refreshed: today at 2:10:15 AM.

3,000,000

9,000,000

§ 7,000,000
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8 2011
E
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=
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Added Value for Our Customers

2 SQNB LINPYDARAY3I | LER2NIFE 02 2«
visibility into:

¢ Number, type, approval rates, changes, average response times

¢ Coupled with historical data for trending and planning

We track their stats and can help them troubleshoot their own

networks
¢ Latency from specific pharmacies/ carriers

oA Pa V4 PaN A4 V Pal o4

C526Y0UAYS 6SQUS RSUSOUSR YR |t SNISH
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Saving Storage, Saving Money: Data Retel

> Nightly backup in Splunk
> No longer storing 6 months of data on expensive SAN storage

> Modifiedlogging to be machine readableut back logging by 99%
thus decreasing storage by 99%

[ LX dzy 1 Qa FTNBSR dzLJ mnna
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Moving from Reactive to Proactivé’riceless

Operational

analytics to

Inform the
business

Increase
service levels
to customers

‘Resolve issues
before
customer
Knows

Fix Issues fast
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What made us successful

1. Knew our logs, and knew what other data they may contain
¢ Even a daily count of lines in a log can be an indicator of change

2. Looked2 dzi AA RS (GKS af 23¢
¢ Trending any and all data ( such as metrics, weblogs, system performance
iInformation) can provide business insight

3. Invested In learning th&olunk search languagehelped us
manipulate our data; visualize trends/anomalies

4. Planned our architecture ; made good use of the Splunk
Deployment Monitor

5. 1 a1 SR a2YS2yS 2dziaARS 2F L¢ ¢
or would make their life easier.
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Resources

A Download Splunk!:
A Splunk Answers!:
A Splunk Apps & Addns:
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http://www.splunk.com/download
http://www.splunk.com/download
http://answers.splunk.com/
http://splunkbase.splunk.com/




