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User-ID seamlessly integrates Palo Alto Networks firewalls
with enterprise directory services including Active Directory,
LDAP and eDirectory, enabling administrators to tie network
activity to users and groups - not just IP addresses. When
used in conjunction with App-ID and Content-ID technologies,
IT organizations can leverage user and group information for
visibility, policy creation, forensic investigation and reporting on
application, threat, web surfing and data transfer activity.

User-ID helps address the challenge of using IP addresses to monitor and
control the activity of specific network users — something that was once a
fairly simple task, but has become difficult as enterprises moved to an Internet-
and web-centric model.

Compounding the visibility problem is an increasingly mobile enterprise,
where employees access the network from virtually anywhere around the
world, internal wireless networks re-assign IP addresses as users move from
zone to zone, and network users are not always company employees. The
result is that the IP address is now an inadequate mechanism for monitoring
and controlling user activity.

User-ID enables policy control
over applications and content
based on the employee

and group identity through
seamless integration with
enterprise directory services
including Active Directory,
LDAP and eDirectory.

* Perform analysis on application, threat
and web surfing activity based on
individual users and groups of users, as
opposed to just IP addresses.

* Identify Citrix and Microsoft Terminal
Services users and apply policy controls
over their respective application usage.

* Build policies to positively enable
application usage for specific groups
such as marketing, IT, and sales.
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Visibility and Control Over User Activity

User-ID seamlessly integrates Palo Alto Networks firewalls
with enterprise directory services such as Active Directory,
eDirectory, LDAP, and Citrix, enabling administrators to
leverage user and group data for application visibility, policy
creation, logging and reporting. The Palo Alto Networks User
Identification Agent communicates with the domain
controller, mapping the user information to the IP address
that they are using at a given time. On a configurable basis,
the User Identification Agent uses multiple techniques to
verify and maintain the user to IP address relationship:

* Login monitoring: Login activity is monitored to correlate
IP address to user and group info when a user logs in to the
domain.

« End station polling: Each active PC is polled to verify IP
address information to maintain accurate mapping when users
move around the network without re-authenticating to the
domain.

« Captive portal: Associates user and IP address in cases
where hosts are not part of the domain via a web page-based
authentication form.

In addition, the User Identification Agent maintains an up-to-
date mapping of users to their assigned roles or groups. User-
ID works with the existing infrastructure, eliminating any
requirements to duplicate user and group information on a
separate device and there is no need to install an agent on
every PC.

Identifying Citrix/Terminal Server Application Activity
In environments were user identity is obfuscated by a Citrix

or Terminal Server deployment, a User-ID agent can be
deployed to determine which applications Citrix users are
accessing. If an enterprise directory service is in use, user and
group information (not IP address) will be displayed. Once
the applications and users are identified, full visibility and
control within Application Command Center, policy editing,
logging and reporting is available.

Visibility into User’s Application Activity

The power of User-ID becomes evident when an
administrator finds a strange application on the network
(revealed through App-ID™ technology), and with a click of a
mouse, can quickly determine whether it is a single user or a
larger group that is using the application. The administrator
not only sees all the users of the individual application, but
also the bandwidth and session consumption, the sources and
destinations of the application traffic as well as any associated
threats. Investigating the other applications that an individual
user may be accessing is as easy as selecting their user name
with a mouse click. The administrator can then see the
different applications used, the bandwidth and sessions
consumed, as well as threats.

Visibility into the application activity at a user level, not just
an IP address level, is a required step in regaining control over
the applications traversing the network. Administrators can
align application usage with the business unit requirements

Visibility into a User’s Application Activity
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Facebook (branded as "Facebaok’) i a sacial networking website launched on February 4, 2004, The free-access website is privately
owned and operated by Facebock, Inc, Lisars can join networks organized by city, workplace, school, and region o connect and
interact with other people. Peaple can aisa add friends and send them messages, and update their persanal profile o natify Friends
about themselves. The websit's name refers to the paper Facshooks depicting members of  campus community that some American
colleqes and prepatory schaols give to incaming students, Facuity, and staff as a way t gt to know other peapl on campus.
Features inclucle a Wl For posting messages and Photos For uploading digial photos. The ebsite has more than 80 milion active
users worldwide, Facebook has met with some controversy aver the past few years. It has been biocked in several countries
including Sytia and [ran. Privacy has alsa been an issue, and it has been compromised several tmes. It is alo Facing several lawsuts
from a number of Zuckerbergs Farmer classmates, wha claim that: Facebaok had stolen their source code and other intelectual
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Policies Based on Users and Groups

Assign policies that dictate the users and groups that are allowed to use different applications.

and if appropriate, can chose to inform the user that they are
in violation of corporate policy, or take a more direct
approach of blocking the user’s application usage outright.

User-based Policy Control

The increased visibility into the application usage that is
generated by App-ID means the security team can quickly
analyze the role and risk of applications, who is using them,
then easily translate that information into user-based
application control policies. The ability to control
applications based on users and groups, as opposed to IP
addresses is a key differentiator for Palo Alto Networks.
User-based policy controls can be assembled based on the
application, which category and subcategory it belongs in, its
underlying technology or what the application characteristics
are. Policies can be used to control application access for
specific users or groups in either an outbound or an inbound
direction. Examples of user-based policies might include:

« Enable only the IT department to use tools such as SSH,
telnet, and FTP on the standard port.
o Allow the Help Desk Services group to use Yahoo Messenger.

« Block the use of all file sharing applications that use P2P
technology except for A. Kendall, who is allowed to use
BitTorrent for file transfer purposes.

User Identity in Logging and Reporting

Access to the user and group information for visibility and
control over application and threat activity is pervasive
throughout the Palo Alto Networks next generation firewalls.
Application Command Center provides an initial view into
user activity with the log viewer providing more fine-grained
forensic analysis. Administrators can easily create log filters
by clicking on a cell value, which can be expanded by
combining additional log fields and adding multiple criteria
using the expression builder. Any log results can be exported
for additional analysis. Policy controls can be exerted over all
users, a single user or a group of users based on the
information stored within a directory service.

Informative reports on user activities can be generated using
any one of the many pre-defined reports or by creating a
custom report. Custom reports can be quickly created from
scratch or by modifying a pre-defined report. Any of the
reports — predefined or custom — can be exported to either
CSV or PDF, or emailed on a scheduled basis to an interested
manager or an HR group.
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