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TOP Overview

To support rapidly changing business requirements, enterprise
networks are continuously growing in terms of number of
components and the rate at which changes are made to

each component. Networks are also very diverse, made up

of solutions from multiple vendors. Security administrators do
not have an effective system for security policy management
throughout the network. They monitor each network device
separately, often through inaccurate, manual processes.

This inevitably increases instances of network misconfiguration,
which in turn increases exposure to security threats, regulatory
compliance failures and downtime.

Security administrators require a unified platform for policy
management, analysis and auditing throughout their networks.

Tufin Open Platform (TOP) enables technology partners to
easily integrate a wide range of network devices with Tufin’s
SecureTrack™ and SecureChange™ Workflow solutions.
Through TOP, SecureTrack and SecureChange Workflow
can be extended to provide automated policy management
capabilities for any network device from any vendor.

How it Works

The TOP Alliance program provides technology partners and
customers with a Software Development Kit (SDK) for TOP
plugin development. The plugins implement the configuration
retrieval logic for the network device that is integrated with
Tufin’s solutions and can be written in any programming
language. Using TOP plugins, SecureTrack and SecureChange
Workflow can be extended to support a variety of security and
networking devices, enabling customers to leverage Tufin’s
unmatched Security Lifecycle Management capabilities to
streamline operations. Tufin is currently partnered with Check
Point, Cisco, Juniper, Fortinet, Blue Coat and F5.



TOP Features

e Comprehensive SDK that facilitates rapid Tufin plugin development
¢ Non-intrusive retrieval of current device configuration
Support for all major programming and scripting languages
Detailed documentation
Technical support

Plugin testing and certification program
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TOP Benefits

e Centralized change management of e Multi-vendor support: Provides a unified view of
security and network devices: SecureTrack devices from multiple vendors.
and SecureChange Workflow can track and
manage changes and maintain a comprehensive ¢ Open standards: TOP is an open platform that
audit trail for a wide range of devices. enables customers, integrators, and vendors to

develop plugins for Tufin solutions.
e Consolidated automatic security audits:
Generate automated audit reports for all security e Simple, rapid development: The TOP SDK
and network devices from a single console. provides developers with all the information they
need to quickly develop plugins.
¢ Flexible, scalable platform: Tufin products can
be easily customized to support additional devices
and vendors from a single interface.

To participate in the TOP development program and receive the SDK, please contact us at top@tufin.com
To learn more, please visit us at www.tufin.com/TOP



