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Palo Alto Networks - Integrating with Splunk

Splunk can be enhanced to support threat logs generated by Palo Alto Networks firewall. The simple
procedure requires 2 configuration files to be added to Splunk. The steps below were done with Splunk
version 3.3.2 and PAN-OS 2.0.5.

- Download & install splunk; installed directory will be like C:\Program Files\Splunk

- Under the \etc dir, create a new dir \PAN\default like so =» C:\Program
Files\Splunk\etc\apps\PAN\default

- Copy files ‘props.conf’ and ‘transforms.conf’ into the newly created directory

C:\Program Files\Splunk\etc\apps\PAN\default

- edit ‘props.conf’ and enter the filename of the logs that splunk will process; in this sample, the
filename is [threat_log_usernames]

- launch splunk, access the GUI =» Admin =» Data Inputs =» Files & Directories and specify where the
PAN log files are located
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The reports are available under ‘threat_log_usernames’ at the main menu.
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